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UNITED LiATES
ATOMIC ENERGY COVMISSION
WASHINGTON, D.C. 20515

Angust 18, 1971

Honorable William H. Rehnquist
Cnairman, Security Review Committee
Office of Legal Counsel, Room 5131
U. S. Department of Justice
Washington, D. C. 20530

Dear Mr. Rehnquist: -

I felt it may be useful to the various Committee members

o have this resume of the rcasons that inclined us to
circulate a preliminary draft of the enclosed material at
our last meeting. ' o

There were, of coursc, the original urgings to be
imaginative and innovative; and our Committec's own study

of the various problems, including the Ellsbuvrg matter, that
have pointed us in the direction of new legislation, suci

as discussed in your memorandum of August 5, 1S71.

New legislative proposals in this area will be moxe likely

o gain support if we can satisfy the Congress that it is

not simply being asked to cndorse (1) the status quo, or >
(2) substantially enlarged discretionary powers for the
Sxccutive Branch in this area. We should anticipate the

necd for some easily identified and readily understood

quid pro quo. ‘

e doubt that even the significantly-improved declassifica-
tion regime which we intend to.institute would be considercd
sufficient from that standpoint. Accordingly, we conceived
~he elimination or rTecasting of the Confidential level of
classification would make the new sanctions more palatable
and would add color and visibility to the revised Executive

Order. :

T have enclosed Ffor your couvenience an edited version of-
“he earlier draft. We recognize that any proposal along
these lines is likely to inveolve some disadvantages, pcrihaps
outweighing the advantages. But, novel approaches may
flush up other new ideas. For example, the one you
suggested whereby we would, in cffect, focus our efforts
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“onor"“Le William H. Rehnquist - Z - Auguswt r18,

on further singliing out Top Sccrct material from the
wogime for Secret and Confidenticl material. There may
well be still other approaches and various refinements
wiich might serve our needs. ‘

“hese necds include, in our view, new legislation along
tic lines suggestca in your memorandun of August 5, 1971.
it way also rcoquire, now that woe have a consensus foT
acking “foreign celations" a “win basis with "national
cefense' in the O 6Y, SOME Dew legislative support for
that aspect if we wish to be able to invoke criminal or

civil sanctions for 1mp1030“ disclosure of information
classified strictiy on Lo*elgn LO1“thuS g;ounds.

We have not staifed out tn idea within AEC, pending the
Committee’s reaction.

Sincerely,

4L MOWARD Co GROWN, Jit

i

Howaxrd C. Brown, Jr.
Assistant Gcncral Manager

Znclosures:

1. Actions to Highlight Objec
of Preventing Excessi

. Draft Executive O

sification
B/
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ILIGHT OBJECTIVE OF

‘ ACTIONS TO LHIGI
// PREVENTING EXCESSIVE CLASSIFICATION

As things stand acw uncer E. 0. 10501, any information tic

publication of which "could be prejudicial" to the Natlona.

ct
—
=3
(&)

Confidential) appears to pe given, at VEeTry oulsck

+

of the Order, the same basic "off-limits'" treatment that 1s ;ivon
to information wnich 1f published would result in '"exceptionally

grave' (Top Secret) or "serious" (Secret) damage to the Natiow.

The redraft under consideration would also give the appearance

of expanding that approach to include on its own footing,

£

=N

matter concerning forcign relations 1}cld. Historicalky, tue
Exccutive Order has been related to National Defonsce cousidera-

tions so that it would track the language of the espionage

i

the Criminal Code. In other words a classiiicr'w
decision to place information under the Executive Or der was
supposcd to reflect, at least impliedly, a decision thut tiec

unauthorized relaase of any ilevel or category of information

‘{including Confidentiai) would result in sufficient harm to

the Nation to warrant bringing the espilonage laws 1into

nlay.

The immediate impression the new Order would 'give, thercfore,

was that 1ts wmain purpose was t©o comtrol movre, ratler

than less, inrormation.

HHARNANKAKRRRER
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in this respect would be onc that resulted in the eliminacion
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ot c¢ne loniidentiaX category, at least from the field of
sensitive information subject to the espionage laws. Since
so much of. our domestic scecurity regime and our international
arrangements in the sccurity field are geared to the three

sucir @ change would have to be handled

tal category almost inevitably
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serves as tne catch-all provisioﬁ which, to an ultra-

couid cover almost any sort of informa-
hazards 'can be mi:igated through special
cmphasis on procedures for deciass 'I'CaulOQ suéh as are
called for in the proposed redraft. But to get at the

voot of the problem, anc restore respect for and confidence
in cthe basic classification systom, steps need to be taken
0 head off classificaction action which, for purposes of
our criminal laws tends to cquate, in the public mind, the
"couid be prejudiciai type data with the "serious" and

il N I N I -~ - 0l = e - - S
exceptionally grave' camage-type data.
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Our regime of security contryols is already grounded on the
sremise that there is a much greater difference between the
Confidential and Secrct levels than there is between the

[aa k1

Secret and Top Secrect levels. There is, for example, a

45}

ubstantial difference in the resources. devoted to clearance
nroccdurces for cccess to Confidential, on the one hand, and
Sccret and Top Sccret on the other hand. Also, document

coatrol procedurcs ¢

Ui

culate in intensity markedly at the

Secret level. Indced, in terms of the kind of comparatively

minimal security controls applicable at the Confidential -’
revel, 1t Lecomes difficult to distinguish such information

Zrom that which is given confidentiality status within the
Sovernment under a number. of statutes, such as the Internal’

Tl v e
1. 27C are sed

ci

utory sanctions for violations V
of such confidentiality but they are of a significantly

lower order than what is provided Lfor in the espionage

laws. But; these lesser saactions scem to achieve their

objective.,

This is not to say that the Confidential category need be
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purposes. It could, be retained

LOT purposes oi identifying i

‘nformation, in addition to that




Approved For Release 2003/05/27 : CIA-RDP84-00780R004300060039-9

subject to the espilionage laws, which the Executive Branch
considers should be exempt from public disclosure, and 'is
properly exempt under the Frcedom of Information Act.
Unauthorized disclosurc of such infofmation by government
and contractor personnecl could still be subject to administra-
tive sanctions for domcstic disclosures and to the pendl -
anctions of the various export control laws fqr.unlicensed
disclosure of any technical data in this category to foreign
interests.

Such an approach should also help to establish a mecre
Teceptive atmosphcro'for new suﬁplbmental legislation, such

as that discusscd in Mr. Rehnquist's memorandum of August 5,

Hy

or unauthorized disclosure (or for expansion of the espionage .

laws to cover foreign rclations, as well as national defensc

—

cases). That is, therc should be better prospects for wide
Congressional support if such legislation would have limited

“applicability.

The resulting atmospherc ought, furthermore, to dispose
Congress to support the nccded concept of Executive.Branch
finality of classification in such cases. (We.wduld'
probably have to anticipate the possibility of limited
judicial review in the event of a showing that a partiéular

classification action was arbitrary or capricious.)
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The basics of this kind of approach, and their pracctical .
consequences, arc illustrated in summary form in the

enclosed chart.

fhere afc, of coursec, various refinements taat might be
developed. One, illustrated in the . ~2.iodraft

Executive Order would retain the Confidential category as

it is now but would reclate it to information which nceded
protection to prevent "serious'" harm to the U. S. In
addition, the draft attempts to develop the kind of emphasis
and appeal that scems to be warranted for a new EXxecutive

Order at this time.
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Executive Order

Control [Safeguarding] of Classified Information

In furtherance of the ideals upon which this Nation. was
founded, citizens should be as fully and currently informed
as possible about the activities of their government, including

1

those activities covering the national defense and conduct of

foreign relations. To that end,'only such ihforﬁéﬁiong_,¢
.concerning those activities as it is*esseﬁfial?tf‘Bﬁéﬁguﬁrd;

as provided 'hereinafter, in order to prevent Seribﬁgéfgiave]
harm to the national defensc or the conduct of foreign .
relations through its use against the United Statgs:by:pbtential
encmies, shall be subjecct to the special constraints of

this Order recgarding public release.
Now, therefore, . . .

Section 1. Classified information, for purposes of this
Order, shall consist only of the official information @~
specified in Scction 2 as is determined by senior government

s.. " .lils to warrant the protection of [the Espionage,laws].

ontrol.
strictly the disscmination of such information tosprévent

serious [grave] harm to the United States invits‘national

defense efforts or its conduct of forqigngrélatioﬁﬁ.
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mandatory hereby to assure its availability to the public

at the earliest practical time.

Section 2. Categories of Classified'fnformation. For
purposes of determining the striqgency of controis, in

1ight of the scverity of potential harm to the United Statcs
by unauthorized releasc, the following categories af

: classification will be used:

{(a) Top Secret: f{as is].

(b) Secrct: fas is except change "serious' to "grave"
SO as to contrast with "exceptionally grave' in
Top Secret. Might also be well to add "cicarly"

before "result'" here as well as in Top Secret].

[(c) Confidential. If this is retained here, it could
be tightened up along these lines: "The use . ...
only for . . . information . . . which would
normally be expected to cause serious harm to
the national defense of the U. S. or its conduct
of foreign relations.” Alternatively, if it is
decided to usc this category primaril} for
purpoées of the Freedom of Information»Act
exemption, it should be moved to a separate.

part of thc Order and provision could be madé°'

for somewhat different treatment of. this category;
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